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Whaling

Targeted attacks on C-suite
executives and senior
leadership to gain access to
sensitive information

32

@

Ransomware

Account Takeover (ATO)

Malicious software that -
Cyber criminals / Hackers access

employees financial accounts through
weak passwords, social engineering, or

system vulnerabilities. o

encrypts critical data,
demanding payment for
restoration of access

Phishing Attacks

Social Engineering

Smishing & Vishing

Deceptive emails designed Attackers manipulate individuals

into divulging confidential
information or performing actions
that compromise security, such as
transferring funds or providing
sensitive data.

SMS and voice call scams to steal credentials, deploy

exploiting trust to extract malware, or trick employees

sensitive information or into fraudulent transfers

credentials
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Trading in financial contracts like Understand the risks and only Similarly, trade in options only if
derivatives requires expertise then trade in derivatives you have relevant trading

experience and high-risk
tolerance

=)

Different investment avenues
carry varying levels of risk and
expertise. Choose your strategy
after careful deliberation

= In case of any issues / concerns,
contact your Stockbroker. If you
are not satisfied or do not receive
any response, contact the
Exchange on ignse@nse.co.in or
1800 266 0050 33
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Securities and Exchange Board of India \ ' | A Capacity Building Initistive of SEBI

. \l— Certificate -1
SEBI- Investor N §
Awareness Test

Available in Hindi and English languages

(Study Materijal

Exam Objectives: and NoExam

Fee)

* To create Investor awareness and education in securities markets

* To scale up securities market related knowledge among the investing public

* To develop right attitude/behavior when investing in the market SCAN FOR
REGISTRATION

e +91 8080806476 certification@nism.ac.in
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