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TCS Launches Automated Vulnerability Remediation Platform to Secure
Enterprises from Cyber Risk

Tata Consultancy Services’ SaaS-based Platform Provides Risk-based Remediation Analytics to Help
Enterprises Quickly and Efficiently Mitigate Risks

MUMBAI, March 16, 2021: Tata Consultancy Services (TCS) (BSE: 532540, NSE: TCS), a leading global IT
services, consulting and business solutions organization, announced the launch of its SaaS based
Automated Vulnerability Remediation platform that helps enterprises stay one step ahead of malicious
attacks by identifying and prioritizing vulnerabilities in their software libraries and proactively fixing them.

The Automated Vulnerability Remediation platform helps enterprises build and execute a contextual, risk-
focused and effective vulnerability management program, helping them decide on the right remediation
approach across assets, across common vulnerabilities and patching. The platform also helps enterprises
set vulnerability tolerance levels.

The platform provides inventory analysis, building a business and technical context around assets and
driving consolidation; helps prioritize risks and vulnerabilities according to the business unit, location and
asset type; tracks SLAs and KPIs, identifying and analyzing assets which don’t comply with internal SLAs;
and automates vulnerability remediation. It helps enterprises map their business functions and processes,
set SLAs for vulnerabilities and take appropriate mitigation measures.

The platform provides role-based access to C-suite and board level executives, who can directly leverage
the real time insights received through the user-friendly dashboard and reports, to review and fine tune
the risk strategy.

The SaaS-based delivery model offers enterprises a quick start to a robust and scalable remediation
program with minimal upfront capex investment. It is built on a plug-and-play API driven architecture with
out-of-the-box integration capabilities with leading asset inventory systems (both on-premise and cloud),
commercial and open source security controls, patch management tools, and ticketing systems.

Santha Subramoni, Global Head, Cyber Security, TCS, said, “Customers embarking on a legacy
modernization and cloud migration journey need to remediate pre-existing vulnerabilities and put in place
processes and controls to mitigate new ones. TCS’ SaaS based Automated Vulnerability Remediation
platform provides risk-based remediation analytics to help security and IT operations teams quickly and
efficiently mitigate known risks, and orchestrate vulnerability remediation — using the right patches, the
best configuration scripts, and compensating controls.”

TCS offers a full suite of security services around areas such as cognitive threat management, identity, and
access management, governance, risk and compliance, data privacy and protection, digital forensics and
incident response, enterprise vulnerability management, cloud security, and loT security services.
Customers are partnering with TCS to proactively defend their digital estate from cyber-attacks and
vulnerabilities.
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About Tata Consultancy Services Ltd. (TCS)

Tata Consultancy Services is an IT services, consulting and business solutions organization that has been
partnering with many of the world’s largest businesses in their transformation journeys for over 50 years.
TCS offers a consulting-led, cognitive powered, integrated portfolio of business, technology and engineering
services and solutions. This is delivered through its unique Location Independent Agile™ delivery model,
recognized as a benchmark of excellence in software development.

A part of the Tata group, India's largest multinational business group, TCS has over 469,000 of the world’s
best-trained consultants in 46 countries. The company generated consolidated revenues of US $22 billion
in the fiscal year ended March 31, 2020, and is listed on the BSE (formerly Bombay Stock Exchange) and the
NSE (National Stock Exchange) in India. TCS' proactive stance on climate change and award-winning work
with communities across the world have earned it a place in leading sustainability indices such as the Dow
Jones Sustainability Index (DJSI), MSCI Global Sustainability Index and the FTSE4Good Emerging Index. For
more information, visit us at www.tcs.com.

To stay up-to-date on TCS global news, follow @TCS News.

TCS media contacts:

Asia Pacific Email: charlene.lee@tcs.com | Phone: +65 9138 4370
Australia and New Zealand Email: kelly.ryan@tcs.com | Phone: +61 422 989 682
Benelux Email: joost.galema@tcs.com | Phone: +31 615 903387
Canada Email: tia.thomas@tcs.com | Phone: +1 647 790 7602
Europe Email: mattias.afgeijerstam@tcs.com | Phone: +46 723 989 188
India Email: arushie.sinha@tcs.com | Phone: +91 22 6778 9960
Email: saxena.kritika@tcs.com| Phone: +91 22 6778 9999
Middle East & Africa Email: s.hasneen@tcs.com | Phone: +971567471988
Japan Email: douglas.foote@tcs.com | Phone: +81 80-2115-0989
Latin America Email: martin.karich@tcs.com | Phone: +569 6170 9013
Nordics Email: roland.bagen@tcs.com | Phone: +46 70 317 80 24
UK Email: peter.devery@tcs.com | Phone: +44 20 3155 2421
USA Email: william.thomas@tcs.com | Phone: +1 203-984-3978
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