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Forex card breacH

Promptreportingcansecure full
refund if therewasnonegligence
When not travelling, lock the forex card, keep only a small balance, and switch on alerts
Himali Patel

TherecentbreachinvolvingYesBank–
BookMyForex multi-currency forex
cardshasraisedfreshconcernsoverthe
safetyofcross-borderdigitalpayments
and customer data security. Even as
banksand forexcardproviders tighten
safetyprotocols, here’s a guideonhow
cardholders should respond after a
breach and the preventive steps they
cantaketominimiselosses.

Whathappened
A coordinated attempt wasmade tar-
geting multi-currency prepaid forex
cardsissuedbyYesBankinpartnership
withBookMyForex.Transactionswere
executed at about 15 merchants in a
LatinAmericancountry.
Yes Bank’s monitoring systems

detected an unusual spike in transac-
tions. “While many attempts were
blocked, about $280,000 (around ₹2.5
crore) was debited across 5,000 cards
beforecontainment,”saysRahulSheth,
vice-president,BUSINESSNEXT.

Modusoperandi
The exact vulnerability — whether it
wasadataleakorathird-partycompro-
mise—isbeinginvestigatedbythebank
andtheReserveBankofIndia(RBI).
“Criminals obtain card details via

phishing, malware, or data breaches,
thenexecutecard-not-presenttransac-
tions inoverseasmarketswithweaker
authentication,” says Jyoti Prakash
Gadia, managing director, Resurgent
India.Fraudstersoftenstartwithsmall
“test” transactions to verify that the
card is active. “After test transactions,
fraudsters make larger overseas pur-
chasesinforeigncurrencies,”saysAlay
Razvi,managingpartner,AccordJuris.
Transactions are often routed

through international merchants or
regions where two-factor
verification/OTP (one-timepassword)
isnotmandatory,enablingdebitseven
if thecardholder iselsewhere.
“Varying global authentication

norms give fraudsters time to siphon
fundsbeforedetection,”saysGadia.

Howtorespondtoadebitalert
On receiving an unauthorised debit
message, check transaction details in
the banking or forex card app to con-
firmitwasnotdonebyyou.
“Blockthecardrightawayusingthe

issuer’s mobile app, customer care
number,or theemergencycard-block-
ingoptionmentionedinthealertmess-
age. Prompt blocking helps prevent
further unauthorised transactions,”
says PavanKavad,managingdirector,
PrithviExchange.Obtainconfirmation
thatthecardhasbeenblocked.Thekey
is speedas fraud losses canescalate in
minutes. After blocking the card, reg-
ister a complaint with the cybercrime
authorities. “Call the cybercrime hel-
pline1930orreportvianationalorstate
portals,” says Gadia. Kavad suggests
checking card statements for other
(follow-up)suspiciousactivities.

Howtominimiseliability
If the cardholder did not contribute to
thefraudthroughnegligence,liabilityis
typicallylimitedornil.Theextentoflia-
bility alsodependsonhowquickly the
cardholder reports the fraud after
receiving the transaction alert. Cus-
tomers can minimise liability by
enablingreal-timealerts,reportingsus-
picious debits immediately, blocking
thecardwithoutdelay,andnotsharing
card details or OTPs. Under RBI rules,
fasterreportingreducesthecustomer’s
liability. “Reporting an unauthorised
debit within three working days of
receiving thealert results inzero liabil-
ity,” saysSheth.Reportingbetween4–7

workingdaysmaylimitliabilitytostatu-
torycaps (₹10,000-₹25,000depending
onaccount type).Beyond7days, liabil-
ity is determined by the bank’s board-
approvedpolicy.Final resolutionmust
becompletedwithin90days.

Refundprocedure
To seek a refund, after reporting the
unauthorisedtransaction,raiseaformal
disputewith the issuer. Sendawritten
complaint (via email or official app) as
proof of reporting and seek a written
acknowledgement.Submitdetailssuch
as amount, date andmerchant name,
andgenerateacaseIDwithatimestamp
intheappwherepossible.
“Youmayneed to submit adispute

formwith transactiondetails andcon-
firmitwasunauthorised,”saysRazvi.
After reporting, the issuer initiates

achargebackor investigationwith the
card network and the merchant.
Refundtimelinesmayvarydepending
on the nature of the transaction and
cross-border rules. Prompt reporting
and document submission usually
speed up the process. Preserve evi-
dence. “Keep screenshots and copies
of all alerts and emails,” says Razvi.
Keep a record of all communications,
andfollowuponthedisputeorcharge-
backprocess.
RBIguidelinesrequireshadow-credit

within 10workingdaysofnotification if
theclaimisvalid.Afterinvestigation,the
bankfinalisestherefundandcommuni-
cates theoutcome.Where the customer
isnot at fault due tonegligence, regula-
torynormsfavourrestitution.

Ifbank’sresponseisunsatisfactory
Followupwith thebankandfirst esca-
late your complaint through its griev-
ance mechanism. “If the bank fails to
resolveorunjustlydenies liability, you
can escalate to the RBI banking
ombudsman,”saysSheth.Documenta-
tionandtimingarecrucialindetermin-
ingoutcomes.

Precautionswhennottravelling
Whennottravelling,locktheforexcard
using the app. “Disable international
andonlineusewhennotneeded,” says
Kavad. Also, use card controls to dis-
allow ATM withdrawals. Use spend
limits, geo-restrictionsandblockingof
unusedcurrencies to reduceexposure.
Users can also request the issuer to
restrict usage inhigh-risk countries to
reducetheriskofmisuse.
Enable international and large

transactions only before a trip. You
should also maintain a small balance
whileyouareinIndia.Also,ensurethat
alerts (via SMS and email), two-factor
authentication, and biometric access
areactiveontheapp.
Users should keep card details

such as the card number and CVV
inaccessible to others and avoid stor-
ingtheminunsecuredappsoremails.
Check statements regularly. Avoid
publicWiFi while accessing banking
apps.Dormantcardscanbemorevul-
nerable because customers neglect
regularmonitoring.
vvvvvvvvvvvvvvvvvvvvvvvvvv
Thewriter is aMumbai-based
independent journalist

MyclientGirishisthechieffinancialofficer
(CFO)ofalargecompanyandcloselytracks
globalmarkets.Hesoughtmyopinionon
investingasizeableamountinsilver,con-
vincedthat“all thepunditswereextremely
bullishonit”.Myownreadingsuggestedthat
whilesomeexpertswereindeedtouting
silverasahotinvestment,manywere
expressingcautionoroutrightscepticism
aboutitsprospects.Whatpuzzledmewas
notadifferenceofopinionaboutwheresilver
mightgo,buthowtwowell-informedpeople
couldarriveatsuchdifferentconclusions
aboutwhatexpertswereactuallysaying.
Girish’sbelief that “all punditswerebul-

lishonsilver”didnotarise fromignorance;
hehad readextensivelybefore forminghis
view.Whathehaddone,unknowingly,was
to focusonmaterial that supportedhis
opinionwhilemissingordismissingcom-
mentary that challenged it.Thatwaswhen
thepennydropped.Likemost investors,
whenGirishwent looking for information,
hewasnot really looking to learn.Hewas
looking for reassurance thathis initial
beliefwascorrect.
Thisbehaviourhasaname:Confirma-

tionbias. It isnotamodernflawcreatedby
marketsormedia,butadeep-seatedhuman
traitwithevolutionaryroots.Confirmation
biashelpedhumanssurvivebecause it
favouredactionoverendlessdoubt.Early
humangroups livedwithconstantdanger
andlittle reliable information.Onceabelief
tookhold—aboutdanger, food,or leader-
ship—itwasoftensafer tostickwith it than
tokeepquestioning it. Ifmovement inthe
busheswasbelievedtosignalapredator,
reactingwithfearoftenkeptpeoplealive,
whilepausingtoanalyseevery instance
couldprovecostly. Informationsuggesting
itwas“probably just thewind”created
doubtanddisagreement,delayingactionat
theworstpossiblemoment.Over time, the
humanmindevolvedtofilteroutopinions
thatchallengedexistingbeliefs.Atrait that

onceensuredsurvivalbypromotingspeed
andcohesionnowshowsupasconfirma-
tionbias.Socialmediahasgreatlyamplified
this tendency.Algorithmslearnwhatwe
agreewithandfeedusmoreof thesame,
creatinganechochamber (“everyonethinks
like this”) inwhichdissentingvoicesappear
fringeor irrelevant.
Whilesurvival isno longeratstake,con-

firmationbiascontinues toshapeour
behaviour—especiallyas investors. Invest-
ing isparticularlyvulnerable toconfirma-
tionbiasbecause itcombinesuncertainty,
emotion,social standing,anddelayedout-
comes.Markets rarelyoffer immediate feed-
back;abeliefcanfeelvalidatedforyears
beforebeingprovedwrong.Confirmation
biascreatesconvictionandeggsonquick
action.Thatquickactioncanleadtoreturn-
chasing,excessiveconcentration,andthe
abandonmentofdisciplinedassetalloca-
tion.Thebias thatoncehelpedhumansact
decisivelycannowpushinvestors toact
confidently inthewrongdirection.
Confirmationbiascannotbeeliminated;

it ishard-wired.But itcanbemanaged.
Awarenessofthebias isapowerfulfirststep
becauseitchangeshowwerespondtothe
impulsetoact.Awarenesscreatesapause—
andininvesting,unlikeearlyhumansur-
vival,apauseisrarelyfatal. If thatpauseis
useddeliberatelytoseekoutdataor
opinionsthatchallengeone’sview, ithasan
additionalbenefit.Activelyengagingwith
opposingargumentstrains information
feedsdifferently. Insteadofbeingshown
onlyonesideofthestory, investorscontinue
toseearangeofviews. Incontrast, investors
whorepeatedlyconsumeonlyconfirming
opinions,asGirishinitiallydid,quicklyfind
their feedsnarrowinguntildissentingper-
spectivesvirtuallydisappear.Decisions
madeafterbeingtestedagainstcontraryevi-
denceareeasier tostickwithduringperiods
ofuncertainty.Decisionsdrivenpurelyby
instinctandreassurance,bycontrast,are
oftenreversedwhenthenarrativeshifts.
Truthbe told,Girishcameclose to

actingonconfirmationbiaswithout realis-
ing it.Byseekingmyopinion,hecreateda
pause—andthatpausechangedtheout-
come.This iswhereadvisorsmatter:Not
because theypredictmarkets,butbecause
theyhelp investors slowdown, test their
convictions, andreplace intuitivedecisions
withdeliberateones.
vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv
ThewriterheadsFee-OnlyInvestment
AdvisorsLLP,aSebi-registeredinvestment
advisor;X:@harshroongta

TruThbe Told
HarsH roongta

Beingwell-informed is not
enough, seek opposing views
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Forex card safety
tips when abroad
Use card only at trustedn

merchants and reputed
establishments

Use only at officialn

ATMs, inside banks
or well-lit areas

Avoid publicWiFin

for payments
Carry only requiredn
balances, set daily
spend limits
Keep real-timen
notifications enabled,
check alerts, card
balance at end of day
Block instantly ifn
lost or if suspicious
activity is detected

– BS Marketing Initiative

IMFA COMPLETES STRATEGIC
ACQUISITION OF FERRO CHROME PLANT

MARKS A KEY MILESTONE IN THE COMPANY’S GROWTH JOURNEY,
EMERGING AS THE LEADER IN THE FERRO CHROME INDUSTRY IN INDIA

AND AMONGST THE FOREMOST GLOBALLY

Indian Metals &FerroAlloysLtd (IMFA;estd
1961), thecountry’s leading fully integrated
producerof value-added ferrochrome,has
announced thecompletionof thestrategic
acquisitionofTataSteelLimited’s (TSL) ferro
chromeplant inKalinganagar,Odisha.The
transaction isvaluedatRs707.26crore
comprisingbaseconsiderationofRs610
crorealongwithGSTandnetworkingcapital
andhasbeen fundedentirely from internal
accruals.

Spreadacross115acres inKalinganagar,
thenewly-acquired facility consistsof four
furnacescapableofproducing
100,000 tonnesperannum(tpa)
annuallywhichwill further increase to
150,000 tpawhen thepartiallybuilt
fifth furnace iscommissioned in
approximatelyoneyear.

Commentingon theacquisition,
MrSubhrakantPanda,ManagingDirector,
IMFAsaid: “It isa transformative deal which
marks akeymilestone in thecompany’s
growth journey.Wearecommitted tocreating
value forall stakeholdersbyworking towards
asmooth and seamless integration which
delivers significant operational synergies.
Together with our greenfield expansion, it
positions us as India’s largest producer of
ferro chrome and amongst the foremost
globally. Wewill continue toshape the future

of ferro chrome – responsibly, sustainably
and ambitiously.”

About IMFA
Indian Metals &FerroAlloysLtd (IMFA),
incorporated in1961andheadquartered in
Bhubaneswar,Odisha, is India’s largest fully
integratedproducerof value-added ferro
chromewithan installed furnacecapacityof
289MVAcapableofproducing434,000
tonnesperannum(tpa).Thecompanyoper-
atescaptivechromeoreminesatSukinda
andMahagiri, alongwithmanufacturing

complexesatTherubali,Choud-
warandKalinganagar. It alsohas
captivepowergenerationcom-
prising200MWcoal-basedand
4.55MWpsolar. IMFA’sopera-
tionsarebenchmarked to inter-

national standardsandare ISO9001 (Quality
ManagementSystems)certified.

With thegreenfield ferrochromeproject in
Kalinganagar, total furnacecapacitywill
standat355MVA(534,000 tpa).ChromeOre
requirement for theenhancedsmelting
capacitywill beentirelymet from thecompa-
ny’scaptivechromeoreminesandsupported
byhybrid renewablepower.Aspart of its
diversificationstrategy,a120KLDgrain-
based ethanol plant is beingset upat
Therubali, Odisha.
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