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All Members

Sub- Introduction of One Time Password (OTP) based Two-Factor
Authentication (2FA) mechanism for NMF Trade Member Portal

In order to enhance the security measures, the current questionnaire based 2FA
mechanism shall be replaced with an OTP based 2FA mechanism for login into NMF
Trade Member Portal.

As a one-time registration exercise, upon login, members will be presented with a
screen to update the official email address and mobile number. The Member is
required to set valid mobile number for each user id. Also while creating new user,
mobile number is now made mandatory along with e-mail ID. ADMIN may update
registered e-mail address or mobile number of other users through the ADMIN login.
Member shall update the email address and mobile number of ADMIN user through
the menu Settings-> User Info or by sending an email to msm@nse.co.in

Members are advised to ensure the following
e Please register an official mobile number and email address of the user
e Do not use personal/common mobile numbers and email addresses to avoid
any misuse
e OTP shall not be shared with anyone, in any case
e Disable all users that are not active and/or no-longer associated with your
organization, to avoid any misuse

Members may further note that there will be a revision in the length of password from
8 characters to 12 characters.

User manual is provided as Annexure 1. The above changes in 2FA shall be
implemented w.e.f. January 17, 2020 post market hours.

All Members are requested to take note of the same.

For and on behalf of
National Stock Exchange of India Limited

Abhijeet Sontakke
Chief Manager
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Annexure 1
User manual for One Time Password (OTP) based (2FA) mechanism for NMF Trade Member Portal

e 1% Time login
1. Below is the login screen where the user can enter the Member code, User code and
password to login to NMF Trade Member Portal
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2. After login, user needs to confirm the mobile number / email id

a. If Mobile number/Emailid is not present then the following screen will appear
where the Member code and user code will be displayed and the user can enter the
mobile number and email id to be registered
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OTP Details

Member Code : 99999
User Code : ADMIN
mobile No : Enter Mobile N

eMail id : Enter Ma

Confirm € Back To Login

b. If Mobile number/Email id is present then the following screen will be displayed
where the user can view the Member code, user code, mobile number and email id
and confirm the same for 2FA registration

Q NSE Mutual Fund
Platform V110

e

OTP Details

iember Code 99999
User Code : 99999
mobile Ho - 99990509999
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3. After confirming the Mobile number / email id, OTP will be sent to the registered
mobile number/ email id and the user needs to enter the same for successfully
registering for 2FA authentication
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e Subsequent login
1. Below is the login screen where the user can enter the Member code, User code and
password to login to NMF Trade Member Portal
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2. After entering the login credentials, OTP will be sent to the registered mobile
number and email id of the user. User will be able to enter the OTP to complete the
login

D NSE Mutual Fund
Platform vi4.0

o

QTP Verify

Enter OTP : Enter OTP

OTP Send to Register Mail and Mobile Number..

MAFleaze Do Not Refresh The Page..

Copyright © 2014 Mational Stock Exchange of India Ltd. All rights reserved.

OTP will be valid for 15 minutes. In case the user has not received the OTP for some reason
and wants the OTP to be resend then there will be a wait period of 2 minutes post which
the button for ‘Resend OTP’ will be enabled and the user can request to resend the OTP by
clicking it
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