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Department: MEMBER SERVICE DEPARTMENT

Download Ref No: NSE/MSD/60456 Date: January 30, 2024

Circular Ref. No: 06/2024

All Market Participants,

Sub: Colocation Advisory - Update

This is in partial modification to point 3 of Exchange circular NSE/MSD/59764 dated December 14, 2023,
regarding captioned subject.

Current text in point 3:

3.

Implement change management process to avoid any risk arising due to planned and unplanned
changes for all its information security assets (hardware, software, network, etc.) Participants should
avoid changes to hardware/software during market hours. Changes during market hours should be for
emergencies only. Access to colocation facility during market hours will be restricted for emergency
situations only. An emergency in this regard equates to a situation wherein the core operations and
trading activity of the member are impacted and where the member is experiencing loss of trading
services.

Text is being modified as below:

3.

Implement change management process to avoid any risk arising due to planned and unplanned
changes for all its information security assets (hardware, software, network, etc.) Participants should
avoid changes to hardware/software during market hours. Access to colocation facility shall not be
provided to Colo participant during market hours. Accordingly access during market hours shall
not be allowed w.e.f. February 5, 2024, start of market hours.

All other provisions mentioned in the aforesaid circular shall remain unchanged.

In case of further queries on implementation, you may connect with Colo support team on 022-50348100,022-
61124900 or email on colosupport@nse.co.in
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Disclaimer:

Exchange will provide co-location facility on a best effort basis and shall not be responsible for any
direct/indirect/consequential loss/damage/claim of any kind for any reason whatsoever including but not
limited to power failure, air conditioning failure, system failure and loss of connectivity etc. Further, the
Exchange shall not be liable for discontinuation of co-location facility owing to legal and/or regulatory
requirement. Colo participants are requested to note that the Exchange Co-location facility does not have a
separate BCP / DR site and Co-location is not available in the Exchange’s DR facility. Considering the current
technology intensive environment in which Indian Securities market operates, to ensure stability in operations
of Colo participants and to protect the interest of investors and market at large, Colo participants are advised
to sufficiently review all potential risks along with its impact on the business and put in place Business
Continuity Planning (BCP)/Disaster Recovery (DR) systems.
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