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Circular Ref. No : 01/ 2019

All Participants,

Introduction of One Time Password (OTP) based Two-Factor Authentication (2FA)
mechanism for Electronic Book Mechanism (EBP)

This is further to our Circular no.24/2018 (Download Red no NSE/DS/39017) dated
September 28, 2018 regarding Two-Factor Authentication.

In order to enhance the security measures, the current questionnaire based 2FA
authentication mechanism shall be replaced with an OTP based 2FA mechanism for login into
EBP portal.

An OTP will be send to the official email address and mobile number of the Participant
updated on EBP. In case, the participant with “ADMIN” User is not able to login into the portal,
participant can send a request on email to Member Services Department to update the
registered email address and mobile number. A provision has been given to “Admin” User to
change the email address and mobile number of the “User” of the Participant.

Participants are advised to ensure the following:

i. Please register mobile number and official email address of the user.
ii. Do not use personal/common mobile numbers and email addresses to avoid any misuse
iii.  OTP shall not be shared with anyone, in any case.

iv.  Disable all users that are not active and/or no-longer associated with your organization,
to avoid any misuse.

User manual for the above is enclosed. The above changes in 2FA shall be implemented
w.e.f. March 15, 2019.

All Participants are requested to make a note of the above.
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