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National Stock Exchange Of India Limited

Department : MFSS TRADE
Download Ref No: NSE/MFSS/38887 Date : September 14, 2018
Circular Ref. No: 33/2018

All Members,
Migration of MFSS to NMF - 11 Platform

This is with reference to Exchange circulars NSE/MFSS/38319 dated 13™ July, 2018 and
NSE/MFSS/38377 dated 20t July, 2018 regarding migration of MFSS to NMF - 11 Platform.

To centralize transactions in Mutual Funds and to streamline operational activities, the existing web
based MFSS platform shall be migrated to NMF 11 platform w.e.f. 215 September, 2018 (end of
business hours) and thereafter only NSE Mutual Fund Platform (NMF I1) shall be available for
transactions in Mutual Fund segment w.e.f. September 24, 2018. The URL of NMF Il platform is
mentioned below:

https://www.nsenmf.com

Members may kindly note the following in this regard:

o All members with existing users, branch and set user limit values shall be migrated to NMF 11
platform.

¢ Post migration, the Password for all the members shall be reset to the default password which
is currently set as default in MFSS. Members are requested to login to the new system and
confirm their login on September 22, 2018 between 2:00 p.m. to 5:00 p.m. to avoid log-in
related issues on September 24, 2018.

e Migration of MFSS SIP registration shall be handled by the Exchange.

e Other provisions & guidelines of MFSS segment shall be applicable mutatis mutandis.

Web Portal Users:

e Members connecting via Web portal are requested to login to https://www.nsenmf.com

APl Users:

e Members connecting via APl are requested to confirm their connectivity status latest by
September 19, 2018. Please refer Annexure 1 for Destination IP and port.

Password and 2FA:
e The Password Policy & Expiry is as per Annexure 2.

e Members are requested to set new 2FA, existing 2FA shall be reset. 2FA Policy shall be as per
Annexure 3.
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Files & Reports:

e There shall be no change in the existing formats of reports provided by the Exchange as per
Annexure 4 of Exchange circular NSE/CMTR/16593 dated 22" December, 2010.

e There is no change in the mf_security file and shall be placed on the same path on extranet.

¢ Members can access Extranet with existing password till September 24, 2018 and
thereafter new password set for Member Admin user shall be applicable.

For any queries, kindly mail us at msm@nse.co.in or call - 1800 266 0053.
For and on behalf of
National Stock Exchange of India Ltd

Abhijeet Sontakke
Chief Manager

Toll Free No Fax No Email id

1800 266 0053 022-26598447 msm@nse.co.in
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Annexure 1

Members connecting via API

Destination IP (Leased Line) Destination IP (Internet) Destination Port
172.19.125.82 59.160.38.53 & 125.22.48.53 6543
Annexure 2

Password Policy

Rules for changing the Password:

e The length of password should be of exact 8 characters.
e The password shall be case sensitive and should contain at least one each of the following
characters with no space:
o Uppercase: AtoZ
o Lowercase:atoz
o Digit:0to9
o Non- alphanumeric : Special characters @ #$% & */\
e New password must be different from previous 5 passwords.
e User shall be compulsorily required to change password after the lapse of 14 days.
e User Id shall be locked after 5 invalid login attempts.

e User shall not be allowed to set the default password as new password.

Reset of password shall set the password to a default password.
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Annexure 3

2 F Authorization Writeup

Casel: For Member Admin

Stepl: Exchange Admin creates a Member Admin user

Step2: Member Admin login to the system with default password as the Member code
Step3: Member Admin has to change the password on the first login

Step4: Member Admin has to set 6 out of 10 security questions for 2 Factor authorization from the
below list

e Which is your place of birth?

e What was the brand name of your first mobile handset?
e What was the brand name of your first vehicle?

e What is your favourite colour?

e  On which floor of the building do you stay?

e  Which is the most famous landmark near your office?

e What is the brand name of your first watch?

¢ Inwhich bank did you open your first savings account?
e Who was your favourite cartoon character?

¢ Name the month in which your birthday falls

Alternatively the user can choose to select the Verification Text / Image

Following settings help in preventing you from fishing attacks. Every time you login we will
present the secret verification text and image configured by you, thus allowing you to verify our
servers.

Verfication Text (Any text)

Choose one picture

@ 56 %

Step5: Whenever Member Admin login to the system, apart from the login credentials the system
will display either the Verification text/Image or one random security questions. If the user enters
the correct details only then the system will authenticate and allow login for the user
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Case2: For Dealer / User

Stepl: Member Admin creates a Dealer /User

Step2: Dealer /User login to the system with default password as the Member code
Step3: Dealer /User has to change the password on the first login

Step4: Dealer /User has to set 6 out of 10 security questions for 2 Factor authorization from the
below list

e Which is your place of birth?

o What was the brand name of your first mobile handset?
e What was the brand name of your first vehicle?

e What is your favorite color?

e  On which floor of the building do you stay?

e Which is the most famous landmark near your office?

e What is the brand name of your first watch?

¢ Inwhich bank did you open your first savings account?
e Who was your favorite cartoon character?

¢ Name the month in which your birthday falls

Alternatively the user can choose to select the Verification Text / Image

Following settings help in preventing you from fishing attacks. Every time you login we will
present the secret verification text and image configured by you, thus allowing you to verify our
servers.

Verfication Text (Any text)

Choose one picture
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Step5: Whenever Dealer /User login to the system, apart from the login credentials the system will
display Verification text/Image or one random security questions. If the user enters the correct
details only then the system will authenticate and allow login for the user
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Password Reset
Casel: For Member Admin

The Exchange Admin can reset the password for Member Admin. The default password after reset
will be the Member code

Case2: For Dealer / User

The Member Admin can reset the password for Dealer / User. The default password after reset will
be the Member code

Forgot Password

Casel: For Member Admin

In case the Member Admin forgets his password then they can contact Exchange Admin to get the
password reset. Alternatively the Member Admin can set two mobile number & email id from their
login on which the password can be sent via OTP/email

Case?2: For Dealer /User

In case the Dealer/User forgets his password then they need to contact their respective Member
Admin who can reset the password.




