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All Members,

Subject - Cyber Security Advisory

This is with reference to advisory from SEBI dated December 28, 2018 on “Recommendations & Best
Practices for banks and other financial sectors” issued by CERT-India.

All members are hereby notified and requested to undertake appropriate actions as applicable to
their environment as per the advisory attached herewith as Annexure- A.

Reference Link: http://www.cert-in.org.in
Disclaimer:

1. The information contained in this notice has been extracted from regulatory sources and has
been published only as a guidance to members. As the future course of events with regards
to this threat are not known, members are advised to keep a close watch on their systems to
identify timely detection and remediation of this threat.

2. Members shall act upon this notice at their own discretion after conducting appropriate
impact/risk analysis to their specific environment.

3. Please note that the other exploit kits are also widely in circulation and available for
download for free on the Internet and there are possibilities of attack vectors other than this
threat which may exist/emanate. It is critical to perform a self-assessment against these
zero-days/ exploit kits released in the wild in a controlled environment.

4. This notice is for informational purpose only.

For and on behalf of
NSE Clearing Limited
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Senior Manager
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