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National Stock Exchange of India Limited

Circular

DEPARTMENT: INSPECTION

Download Ref No: NSE/INSP/58951 Date: October 16, 2023

Circular Ref. No: 90/2023

To All Trading Members,

Sub: “Advisory for Stockbroker — Member onboarding for CERT-In Cyber Swachhta Kendra (CSK)”

In recent times, there has been a surge in cyber-attacks in organizations across the globe impacting the
continuity of their business operations and causing sensitive data leakage through malware infections at end
point computing devices. To mitigate such malware and botnet infections, CERT-In has launched an initiative
named ‘Cyber Swachhta Kendra’ (CSK), which provides information and enables organizations to disinfect
the computing devices using free-of-cost malware and botnet cleaning tools.

In view of the above and to create a secure cyber eco-system, Stockbrokers having more than 50,000 active
traded clients and also providing Internet Based Trading platform are required to onboard themselves on
‘Cyber Swachhta Kendra’ Platform by November 6, 2023.

Other members (not part of the above criteria) can also voluntarily subscribe to the services and avail
actionable information intelligence from CSK. For receiving the reports/alerts from Cyber Swachhta Kendra
on daily basis, Stockbrokers are required to follow the guidelines as given in Annexure | for onboarding
Stockbroker on Cyber Swachhta Kendra Portal.

For and on behalf of
National Stock Exchange of India Limited

Ajinkya Nikam

Senior Manager — Inspection
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In case of any clarifications, Members may contact our below offices:

Regional Office E MAIL ID CONTACT NO.
Ahmedabad (ARO) [inspectionahm@nse.co.in 079- 49008632

Chennai (CRO) inspection_cro@nse.co.in 044- 66309915 / 17

Delhi (DRO) delhi_inspection@nse.co.in 011- 23459127 / 38 / 46
Kolkata (KRO) inspection_kolkata@nse.co.in 0 33-40400412/ 59

Mumbai (WRO) compliance_wro@nse.co.in 022-26598200/022-61928200
Central Help Desk compliance_assistance@nse.co.in
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Annexure |

Guidelines for onboarding of Stockbroker on Cyber Swachhta Kendra Portal

1. Member ID

2. Member Name

3. Registered and Correspondence address

4. Details of the number of data centres and their locations.

5. Name and contact details (email ID and postal address) of the CISO/CIO.

6. All Public IP address ranges used by respective organization (data centre, branches etc.) in CIDR notation.
(Classless Inter-Domain Routing -CIDR)

7. Details of dedicated point of contact / email id for receiving automated email notification from "Cyber

Swachhta Kendra" on daily basis.

The above-mentioned requirements to be submitted on the mentioned. Email Id: csk@cert-in.org.in

Trading members can communicate with CERT-In Cyber Swachhta Kendra through email address
"csk@cert-in.org.in" and contact number 1800-11-4949 can also be used as an alternative.
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