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National Stock Exchange of India Limited

Circular

DEPARTMENT: INSPECTION

Download Ref No: NSE/INSP/58704 Date: September 29, 2023

Circular Ref. No: 82/2023

To All Trading Members,

Sub: Quarterly Cyber Incident reporting of Cyber Security & Cyber Resilience framework for
Stockbrokers

This has reference to the SEBI circulars SEBI/HO/MIRSD/CIR/PB/2018/147 dated December 03, 2018,
SEBI/HO/MIRSD/TPD/P/CIR/2022/93 dated June 30, 2022, and Exchange Circulars no.
NSE/ITRC/40081 dated January 30, 2019 and NSE/INSP/53387 dated August 23, 2022 on Cyber
Security & Cyber Resilience framework for Stock Brokers/Depository Participants.

In view of the above, members are required to report Cyber Incident(s) for the quarter ending September
30, 2023, through member portal on or before October 15, 2023. The path for online submission of the
Quarterly Cyber Incident Report is given below.

ENIT > ENIT-NEW-TRADE > Trade > Incident Report > Quarterly Report Submission.

The guideline for submitting the Quarterly Cyber Incident Report is given in Annexure 1. Further, in
case of any non-submission/delayed submission, disciplinary action as prescribed in Annexure 2 will be
initiated.

For and on behalf of
National Stock Exchange of India Limited

Ashwini Kadam
Senior Manager — Inspection

In case of any clarifications, Members may contact our below offices:

Regional Office E MAIL ID CONTACT NO.

Ahmedabad (ARO) ([inspectionahm@nse.co.in 079- 49008632

Chennai (CRO) inspection_cro@nse.co.in 044- 66309915/ 17

Delhi (DRO) delhi_inspection@nse.co.in 011- 23459127 / 38 / 46
Kolkata (KRO) inspection_kolkata@nse.co.in 033- 40400411 / 405

Mumbai (WRO) compliance_wro@nse.co.in 022-26598200 / 022-61928200
Central Help Desk compliance_assistance@nse.co.in



mailto:inspectionahm@nse.co.in
mailto:inspection_cro@nse.co.in
mailto:delhi_inspection@nse.co.in
mailto:inspection_kolkata@nse.co.in
mailto:compliance_wro@nse.co.in
mailto:compliance_assistance@nse.co.in

D N S E Continuation Sheet

National Stock Exchange of India Limited

Annexure 1

The guideline for submitting the Quarterly Cyber Incident Report

1. Admin needs to assign “Enit New trade” role to designated officer in the Member Portal.

D NSE Existing Membership~  NSCCL Products ~ Investor~  Services & Circulars~  Dashboards ~ User Management~  Userv  Sign-Out I

Modify User

Services:

o
]
o]

CM | CD | CO | DEBT | FO | MFSS | REPO | SLE | WDM

ENIT-Affiliates

ENIT-COMPLIANCE-NEW

ENIT-Compliance

ENIT-Compliance-NEW1

ENIT-Compliance-NEW2

ENIT-Cyber Security

ENIT-INV-ASSETS-AUDITOR

ENIT-NEW-Service-Request

B Oolooogodg

ENIT-NEW-TRADE

ENIT-Service Request

ENIT-System Audit

ENIT-Trade

ENITHalfYearly

ENIT_Portal 0ld

EXTRANET-circulars

odgaiojo|ldgla

EXTRANET-common

2. Sub User id having above mentioned ‘ENIT NEW TRADE’ role can see below screen
after login. Click on ‘ENIT-NEW-TRADE’

DNSE Existing Membershipv ~ NSCCL ~ Productsv  [nvestorv  Services & Circularsv  Dashboards v Userv  Sign-Out

SERVICES Last Login: 31/032

Inspection
Inspection Rhel8
Inspection rhel 8
ENILL ;
SENIT-NEW-TRADE
ENIT-System Audit
ENIT-INV-ASSETS-AUDITOR
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3. Click on Trade > Incident Report > Quarterly Report Submission.

. Mttt §idon alvomn «

ompliance (Post Trade)

ESTIN Infermation
ENTITY
National Steck Exchange of India

Limited

Natronal Securities Clearnng
Corporation of India Limited

Aerts

o

LoD 80

Bt Block Reportiog
Market Maker

Pasywnrd Reset Undock MEAT User id *

Merder Reporting Fr= Trade
ey id Reaguest

CGrtem Lo

Trade Complia~seiiomt Trade)
Pro Tradwg

hedi

Cyber Secunty

Limmit Setting

Incidemt Report

,ails (Query)

' rovisional GST Id ARN Numbe
»
o FAALACHI 9720 AAZT 171600
’
P TARLCNOS2L12E AL2T1 21600

Qustterty S=port Submission
Imrwsates Socort Subrrmaton
Qusrterty Yiew fleport

It ate Vierw Bepaort

4. Click on ‘Submit Details’ button.

02324 Q2

01-Oct-2023

15-0ct-2023

5. Details for first 2 point will auto-populate in system. Enter Designated Officer details in
3" point. Confirm in point no. 4 whether any breach observed by selecting ‘Yes’ or

‘No’.

Sr Mo Particulars
1 Letter / Report Subject-Quarterly Incident Reporting

Name of the Member

Name of the Stock Exchange

Manoj Kumar Jha |

4 Cyber-attack / breach chserved in Quarter

= ¥es O No

Quarterly Incident Report

Member ID
2 Reporting Periodicity
Tear: Quarter:
3 Designated Officer (Reporting Officer details)
Mame Organization

Institutitute

| Details

KYZ

‘1540

Title Phone/Fax Mo Mobile

nstitutitutelnstituti Exe 26555100

Mational Stock Exchange India Limited

Email Address

hrawat@uyz. Abcdefghijklmnopgrstuvwiyz Abc
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6. If ‘No’ is selected in Point no. 4, a new field of ‘Nil Submission’ will auto-populate. Click

the ‘Nil Submission’ check Box.

Quarterly Incident Report

Mo | Particulsrs Deedaiis

i Letiwr £ Roport SubjectJusterly incident Beperting
Hame of the Member T
Hame of the Mook Exchange S —— T
Fgrrdgr 10 .

1 Repanting Perisfairy

fears 107324 Chearter: Q2

1 Devigraded Officer (Raporting Officer detaia)
T Drgarization Tihe  PhonefFax o Mobile
R ——_— T —— e 2R 00
i Tyl ptti=h | Brosdh obbareed bn Dudrter
L]
3 Eriaf informagion
B Submision

7. In case “No” is selected user will be directed to save the draft and sign and upload the report. In
case “Yes” is selected, user can save the details of incident as per below print screen. User can
save data on clicking ‘Save as Draft’ and can submit data later. After filling in all required details,

click on ‘Generate PDF’ button for submitting the report.

10 |P Address of apparent er suspected source

Select S.MNo.  Source IP address Other information available

1.

(o ) [tern]

11 How many host(s) are affected

00 0 1to10 O 10te100 O More than 100

12 Whether any action has been taken for mitigation and any preventive measures applied ?

0 Yes O No
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8. Click on ‘OK’ for the pop-up and then click on ‘Incident Report” Link.

Select Digital Certificate
“r'ou can choose a digital certificate from thoze available on your computer to zign your file.

Qr {* Indicates Mandatory)

) ) lzsued To lzsued By Expiration Date
Period of Audit:
ELCA Root CA ELCA Root CA Friday, August 28, 2026 9:43
Please download Incident report and upload same §i) | [EEAT ELCA Root CA Tuesday, August 18, 2026 3:
('l Incident Report
Upload Incident Report®
Mel
] . [
Pe | |
Click View to see the contents of your digital certificats
Ple
Inc|
Up

[ Sign ][ Cancel ]

9. On clicking ‘Incident Report’ Link, a PDF report will get download. Check the PDF
report and click on ‘Sign PDF’ button. On clicking ‘Sign PDF’ button, a pop-up will
display, click on ‘OK’ and browse the file.

v - — — —_—— T

# Anps e'.'ew:e'}-’: " ENITNEW [nsert title here " Othy

WWW.deveonnect2nse.com says

Q rwame 7 ixtraow ot

QNSE mete¢  Q4.20062020002743.p0 fo sigring

(" In3caes Mandatory)

TSy b e e e

Member id;

Perd of Audi: 2023.24.Q2

Ploase downlond Incident report ind upload same foe digtal signing

Incident Report Click here b0 downioad Incident Report 1 POF format,

Upoad lecident Report® oo
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10. Upload the Signed Incident Report on clicking ‘Choose File’ button.

(" indicates Mandatory)

Incident Report Final Submission

Hember Kt eal

Perind of Auit: 202324-Q2

Please downdoad Incident report and upload same for digital sgning

ncident Report Chick hare 1o downlcad Incident Report in POF format,
Upload Incident Report® Choose Fie [ file chozen i:?—:_?'-\:ﬁi:”_‘ Downdgads ' Ouaterly Incident Report 2040 200159-20-04_ 20062000005 To0

11. After uploading Signed PDF file, click on ‘Submit’ button.

Hember k:

Period of Audit; 2023-24-0Q2

Plese downiboad INcident report and wpdoad same for digital signing

b el Rt CLEck Peirg 10 dirmidnd Incident Report in FOF format,

Updoad Incident Report® Chaooss File | Quarterty |_-signed,pdt ;':.;-:_:f-_f_l-:-:w ' Dowricads) Quarte ncident_Report_ 254020 %200 _ 28063000005 TR0
'E-- [p— ..E
-1
Mem e miim =t

User can see the status of the report at below path:

ENIT-NEW-TRADE >Trade > Incident Report > Quarterly View Report

ﬁ Compliance - Trade~ Membership -

Submitted Successfully
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Annexure — 2

Penalty for non-submission / late submission of cyber incident reporting (quarterly
submission) within the time specified by the exchange.

The following late/non-submission penalty/ disciplinary actions would be initiated against the

Member in this regard:

Details of
Violation/contravention

Penalty/disciplinary actions

Penalty/disciplinary action in
case of Repeat
violation/contravention

Non-submission of
Cyber Incident
reporting  (Quarterly

Submission) within the
time specified by the
Exchange.

1. For 1st week after due date,
Charges of Rs. 2,500/- per day

2. Charges of Rs. 5000/- per day
from second week after due date

3. In case of non-submission within
three weeks from the due date of
submission, new client registration
to be prohibited and notice of 7
days for disablement of trading
facility  till ~ submission  of
data/report.

The disablement notice issued to
the member shall be shared with all
the Exchanges for information.

4. In case of non-submission within
four weeks from the due date of
submission, Member shall be
disabled in all segments

In case of a repeat instance by the
Member, levy of applicable
monetary penalty along with an
escalation of 50%.

In case of non-submission within
three weeks from the due date of
submission, new client
registration to be prohibited and
notice of 7 days for disablement
of trading facility till submission
of data/report.

The disablement notice issued to
the member shall be shared with
all the Exchanges  for
information.

In case of non-submission within
three weeks from the due date of
submission, Member shall be
disabled in all segments till
submission of data/report.
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