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All Members

Enhancement in password policy for Debt Segment

Members are hereby requested to take note of revision in password policy and
session time out in Debt Segment as follows:

Sr. No.

Password / Session Attribute

Value

1

Length of Password - Minimum

12 characters

2

Length of Password - Maximum

15 characters

A combination of the following four
kinds of characters (Upper case
alphabet/Lower case

Password history

3 | Password Complexity alphabet/Number/Special character)
4 | Password Expiry 365 days

5 | Maximum password retries 5

6

Last 5 passwords are not allowed

Session timeout due to in-
activity

60 minutes

The above changes shall be implemented w.e.f. March 6, 2020 EOD and
accordingly, system shall prompt users to change the password as per above policy
on first time log-in.
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