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Whaling Ransomware
Account Takeover (ATO)
Targeted attacks on C-suite Malicious software that

Cyber criminals / Hackers access
executives and senior encrypts critical data, employees financial accounts through
weak passwords, social engineering, or

system vulnerabilities. o

leadership to gain access to demanding payment for

sensitive information restoration of access

o L Phishing Attacks . . .
Smishing & Vishing Social Engineering
SMSARH o I Deceptive emails designed Attackers manipulate individuals
angLvoIce Coll gt to steal credentials, deploy into divulging confidential

information or performing actions
that compromise security, such as
into fraudulent transfers transferring funds or providing

credentials sensitive data.

exploiting trust to extract malware, or trick employees

sensitive information or

26
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Trading in financial contracts like Understand the risks and only Similarly, trade in options only if

derivatives requires expertise then trade in derivatives you have relevant trading
experience and high-risk
tolerance

=)

ﬁ A

Different investment avenues
carry varying levels of risk and

expertise. Choose your strategy
after careful deliberation
[ |
¢

il i

In case of any issues / concerns,
contact your Stockbroker. If you
are not satisfied or do not receive
any response, contact the
Exchange on ignse@nse.co.in or
1800 266 0050 27
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RAFRA<t Aardhe & AML & CFT fEam-fAr&sr

« SEBI 7 gexwitfeadist & o aifardf fopan & fo & v+t affeg A<t (AML) 3R sirciapare &
fererdiror ehY epere (CFT) & wsifei fRen-fasit o urer @ AML & CFT
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o sl ot Ferree = fefasia (CDD) wfehan @ ToRAT 3iTaeaeh ¢, [ad uga™ FamuH, TR b THEszsilrj,:z;:rls'EOme?RKET
WA &l STHHRY G, 3R 319+t eafeid g faxdia TR ol S-G9 1R 31use e i
gl

o THHATH 1 Gol] @Tdi & §d | 3ed SHEH 1t TTgeh (S TsHifdeh T & gHTasief! eafad, NGO,
faesft fRaerer) & fow arfeie ST 3R Tdchdr aMadeh &1
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SR Y& AT I

« faRrent et Aieh 3R qui KY C S&Taw Ugd o Sifard g1

o M- it diery nfafafai & ferg A & s 1

« STRs (Suspicious Transaction Reports) faT fAderes ol gfad fopu +ff gof fohg 511 Tekd &1

» SEBI fdereh $cT &t MU 3R e GfAfdd eedi 8, Sit AML/CFT it o Siaiid 3T g1
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» fAdRrenl bt 31er 3iTTelTS divs WichiRd & Arey @ faf e fthere-gann gegficy deh S Ugd AT 15 8|

« frent Bt g T et oY fasiwarah, SfmT 8k 3 2 Tt Y gmgT o) B

« YTM (Yield to Maturity) @l TREIE ke gl gfdl — I8 IR o TS &2, axerdl ol [&ifd, aRuear
3afe, 3R STRYchd! I chise TIdT o SR TR g b &
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» SEBId€dmse: https://www.sebi.gov.in/online-bond-platform-providers.html
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» fAidzrenl <l f1ehTaIdT T THTEH R ST 3R FaT hl Ugd s16H <

ferg

+ e e R et (CISC) e A 9 R g 31 o1 ot
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D NSE

Common Investor Service Centres
A mission to empower every Indian in their investment journey

37 Common Investor Service Centers Pan India
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l ' I S National Institute of
3 : Securities Markets
Securities and Exchange Board of India \ ' > 4 Acmlc"wrylsulldinglni?iativeofSEBl

- T | ‘ |~ Certificate —l
SEBI- Investor N §
Awareness Test

Available in Hindi and English languages

(Study Material

Exam Objectives: and Mo Exam

Fee)

* To create Investor awareness and education in securities markets

* To scale up securities market related knowledge among the investing public

* To develop right attitude/behavior when investing in the market SCAN FOR
REGISTRATION

e +91 8080806476 certification@nism.ac.in
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SaaXthi App
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e/ § Har Investor Ki Taaqat

untock THe WEALTH o KNOWLEDGE i+ SaaZthi App

@ User-friendly interface with comprehensive tools aimed SZ3l

at simplifying complex financial concepts. ozt %
dattni

&Y Resources and Educational Videos designed to
increase investor awareness.

Investor Education

Unbiased, Objective and Trusted Source of Investment

¢’
4‘ Awareness
Reliable and essential insights into the securities %2 ate®]
@\ market e 7
® Vital for young investors, who are at the | 1 ‘b ’
o o e e | '.‘ g5 o n
beginning of their financial journey ! ) - Hogy,
| ;e .
. . , \:‘:\:;Sg \,; \:“: . MU' \ Lr.:::;n::: y Avenue to Grow
Access a range of Financial Tools and Calculators, *. .
\ €OfReg
. . K ot 80
@ Do your Financial Health Check-up, O @E:::::smmmnm

@mw: 0 Q Qi Kno st in securities
i .

| 3 sﬂis?ﬂn\ﬂ“" '_n" ¥ market

A L

Enfower yourreé’ in the worlof invesing

SEBI | Investor Awareness -

Login and Registration

PARTNER WITH SEBI

Become a

SMART

(Securities Market Trainer)
conduct investor education programmes
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Securities and Exchange Board of india
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e Can Opt for online dispute b
7’ resolution at any stage \
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- T et ' , Auto Escalate/First Auto Escalate/Second === ======

: L v level review Within 15 level review Within 16 ! !
Auto Assign to Entity ' ' Calendar Days Calendar Days ' '
' ' ' L

Entity to submit Designated Body To submit . ;

Investor Lodge Complaint | Action Taken Report 1 Action Taken Report [ : SEBI

Within 21 calendar Days ! Within 10 calendar Days
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NSE Investor Awareness Program

Soch kar
Samajh kar [ J5e8

Invest kar

Non-Confidential



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37

