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connect2nscei@nse.co.in

Registration Successful

Welcome,

(=

e You have been successfully registered for using Extranet APIs. Your credentials are:
pefy@logorin com Loginid: extApiUser1
Spam Report : End Secret: Nt93v16+gJCigQMFWHMWMFbV3TZtCoMYKRkyOeWqU=

M Nandakumar Please encrypt your password with the given Secret key for use in API

Eh m ©

- Thank you.
0 Extranet Team
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Change Password

Password Confirm Password
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connect2nscci@nse.co.in

Update Successful Hello,

&
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Your password has been successfully updated for using Extranet APIs. Your credentials are:
Loginid: extApiUser1

Secret: null

Please encrypt your password with the given Secret key for use in AP1

()

connect2nscel@nse.co.in
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Request Object:
{"memberCode":"11086","password":"NTk1oUwNKdxGfNhAIKsbhjlgDXG/pFyPl2fcwr7uBgE=",
"loginId":"ltmapi"}

Response Object :
{
"token": null,
"memberCode": "11086",
"loginId": "ltmapi",
"code": [
"605"
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“status": "error’,
"timestamp": "2022-12-07T11:33:48.602+00:00"
}
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import base64

from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes
from cryptography.hazmat.primitives import padding

from cryptography.hazmat.backends import default_backend

from django.utils.encoding import force_bytes, force_str

SECRET_KEY = "wO0lWvhdldP5BOQohbJqp9pNHUMIIU+Cc/4gSs06mRIU="
value = force_bytes("abcd@1234")

backend = default_backend()

key= force_bytes(base64.urlsafe_bb64decode(SECRET_KEY))
print(key)

class Crypto:

def __init__(self):
self.encryptor = Cipher(algorithms.AES(key), modes.ECB(), backend).encryptor()
self.decryptor = Cipher(algorithms.AES(key), modes.ECB(), backend).decryptor()

def encrypt(self):
padder = padding.PKCS7(algorithms.AES(key).block_size).padder()
padded_data = padder.update(value) + padder.finalize()
encrypted_text = self.encryptor.update(padded_data) + self.encryptor.finalize()
return encrypted_text

def decrypt(self, value):
padder = padding.PKCS7(algorithms.AES(key).block_size).unpadder()
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decrypted_data = self.decryptor.update(value)
unpadded = padder.update(decrypted_data) + padder.finalize()
return unpadded
if _name__=='__main__
print ('’>>>>>>>>>>>")
crypto = Crypto()
text = force_str(baseé4.urlsafe_bé4encode(crypto.encrypt()))
print(text)
print('<<<<<<<<<<<<<)
text = force_str(crypto.decrypt(base64.urlsafe_b64decode(text)))
print(text)

text =
force_str(crypto.decrypt(base64.urlsafe_b64decode("LvRHkSW+80IMyk51T87KDQ==")))
print(text)

38. ATATd & 1Y ST § UGS TP HIS T 82

import java.io.UnsupportedEncodingException;
import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;

// Commons-codes library jar version 1.7

import org.apache.commons.codec.binary.Base64;

import javax.crypto.BadPaddingException;
import javax.crypto.Cipher;

import javax.crypto.IllegalBlockSizeException;
import javax.crypto.NoSuchPaddingException;
import javax.crypto.spec.SecretKeySpec;

public class App {
public static void main(String[] args) throws UnsupportedEncodingException,
NoSuchAlgorithmException, NoSuchPaddingException, InvalidKeyException,
IllegalBlockSizeException, BadPaddingException {
// Plain Text Password
String password = "Nsejan@123";

/| sample key is - "XBaNbOxmK2TNRIfcHA3F3060i14HWAeYmtUdOgRheTc="
String key = "XBaNbOxmK2TNRIfcHA3F3060i14HWAeYmtUdOgRheTc=";

/| Key is converted to byte array

byte[] keyByteArray = new Base64().decode(key.getBytes("UTF-8"));

/] SecretKeySpec is used to construct a SecretKey from a byte array
SecretKeySpec secretkeySpec = new SecretKeySpec(keyByteArray, "AES");
Cipher cipher = Cipher.getInstance("aes/ecb/pkcs5padding");
cipher.init(Cipher.ENCRYPT_MODE, secretkeySpec);

/] pass plain text that is to be encrypt
String encrypt = (new Base64()).encodeAsString(cipher.doFinal(password.getBytes()));

/] actual key in base64 format
System.out.printin("encrypted string:" + encrypt);
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Following are the APl endpoints:

N Nifty50

/login/{version}

To login: e.g. /login/1.0

/logout/{version}

To logout: e.g. /logout/1.0

/member/content/{version}? segment=&
folderPath=

To get List of Folders and files:
/member/content/1.0? segment=&
folderPath=

/common/content/{version}?
segment=&folderPath=

To get common folder and file list :
/common/content/1.0? segment=&
folderPath=

/member/file/download/{version}?
segment=&folderPath=&date=&filename=

To Download File :
e.g. /member/file/download/1.0?
segment=&folderPath=&date=&filename=

1 POST
2 POST
3 GET
4 GET
5 GET
6 GET

/common/file/download/{version}?
segment=&folderPath=&date=8&filename=

To Download common file :
e.g. /common/file/download/1.0?
segment=&folderPath=&date=&filename=

e IR T feor = fear man

Se |File Type
a

File Description |File

Extranet
Nomenclatu |API Folder

Path Used for VIEWING the File

Path Used for Downloading the
specific File

CM (Common File

Secutiy File

security.gz |/ntneat lcommonicontent/1.07?

t

segment=CM&folderPath=/ntnea |segment=CM&folderPath=/ntneat&file

Ilcommonicontent/1.0?

name=security.gz

FO [Common File

Contract file

contract.gz |/ lcommonicontent/1.07?

segment=FO&folderPath=/

Ilcommonicontent/1.0?
segment=FO&folderPath=/&filename=
contract.gz

CD |Common File

Contract Files

cd_contract|/ lcommon/content/1.07

gz segment=CD&folderPath=/

Icommon/content1.0?
segment=CD&folderPath=/&filename=
cd_contract.gz

CO |Common File

Contract Files

co_contract|/ lcommonicontent/1.07?

.0z segment=CO&folderPath=/

Ilcommonicontent/1.0?
segment=CO&folderPath=/&filename=
co_contract.gz

SLB (Common File

Contract File

security_slb.g [INTNEAT  |/common/content/1.0? lcommonicontent/1.07?
z segment=SLB&folderPath=/NTNE |segment=SLB&folderPath=/NTNEAT&f
AT ilename=security_slb.gz

File

SLB |Member Specific

SLB Limit Report  |SLEM_UL_TM|/Reports/O |imemberifile/download/1.0?segm |/imemberifile/download/1.0?segment=
rder_Repo |ent=SLB&folderPath=/Reports/Or| SLB&folderPath=/Reports/Order_Repo

CODE_DDM

MYYYY1.cav.g rts der_Reports

rts&filename=SLEM_UL_TMCODE_DD
MMYYYY1.csv.gz

CM |Member Specific|Final Trade DDMMYYYY (f Imemberifile/download/1.0?segm |Imemberifile/download/1.0?segment=
File Report _TMCODE.t ent=CM&folderPath=/ CM&folderPath=/&filename=0D0NMMYYY
xt.gz Y _TMCODE.txt.gz
FO |Member Specific| Trade log DDMMYYYY [/ Imemberifile/download/1.0?segm |/imemberifile/download/1.0?segment=
File _TMCODE.t ent=FO&folderPath=/ FO&folderPath=/&filename=0D0MMYYY
xt.gz ¥ _TMCODE.txt.gz
CD |Member Specific|Final Trade Log [FINAL_X_ D |/ Imemberifile/download/1.0?segm |/imemberifile/download/1.0?segment=
File File DMMYYYY_ ent=CD&folderPath=/ CD&folderPath=/&filename=FINAL_X_
TMCODE.txt DDOMMYYYY TMCODE.txt.gz
CO |Member Specific|Final Trade Log [O_DDMMYY |/ Imemberifile/download/1.0?segm |Imemberfile/download/1.0?segment=
File File YY_TMCOD ent=CO&folderPath=/ CO&folderPath=/&filename=0_DOMM
E.txt.gz YYYY TMCODE.ixt.gz

***********s,ia'***********
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Note : Where 1.0 in the above illustration is the Extranst APl verson number is provided, which may change from time to time

(3103 fHan TaT: 09/AT=/26]
U 12 5112



mailto:msm@nse.co.in

